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Abstract 
The rapid digitalization of finance has intensified cyber threats, making cybersecurity 

indispensable to audit resilience. This paper aims to synthesize global insights on cybersecurity 

and audit resilience in digital finance, analyse specific challenges in Pakistan, and identify 

actionable strategies for fostering a robust digital financial ecosystem. A comprehensive literature 

review was conducted across multiple databases (Semantic Scholar, Google Scholar, Dimension, 

Lens, PubMed). An initial 995 papers were identified, 655 screened, 486 deemed eligible, and 35 

most relevant papers were included for in-depth analysis. Eight unique search groups covered 

foundational concepts, global and local contexts, regulatory frameworks, and critiques of these 

areas. Global literature affirms cybersecurity frameworks (NIST CSF, ISO/IEC 27001) and AI-

driven analytics as crucial for enhancing audit resilience. Human factors (digital literacy, 

training) remain critical vulnerabilities. However, in Pakistan, challenges include partial 

implementation of regulatory guidelines, pervasive digital literacy gaps, weak governance, and 

significant third-party dependencies. These factors collectively impede effective cyber-audit 

resilience, creating a gap between global best practices and local realities. This review uniquely 

bridges global perspectives on cyber-audit resilience with the specific institutional and socio-

economic context of Pakistan. It contributes theoretically by using Institutional and 

Organizational Resilience Theories to explain implementation disparities. This systematic review 

offers policy-relevant solutions to Pakistani policymakers, regulators, auditors, and financial 

institutions for enhancing audit integrity and fostering a secure digital financial landscape. 
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Introduction 
The digitalization of the financial services industry has ushered in a new era of efficiency, access, 

and innovation, fundamentally transforming how financial services are produced and accessed 

globally. The sector's increasing use of advanced technological applications (cloud computing, AI, 

blockchain, and mobile platforms) has significantly heightened the sophisticated profile of cyber 

threats to which financial institutions are being exposed (Saeed et al., 2023; Cheng et al., 2024; 

Wang et al., 2024; Adejumo & Ogburie, 2025; Reddem, 2024; Oyeniyi et al., 2024). Here, every 

aspect of cybersecurity has a core and foundational role in every aspect of audit resilience, not 
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only to prove and protect digital assets, but to protect and preserve the entire financial system's 

integrity, reliability, and trust (Saeed et al., 2023; Cheng et al., 2024; Wang et al., 2024; Adejumo 

& Ogburie, 2025; Reddem, 2024; Oyeniyi et al., 2024). 

In the modern digital finance ecosystem, this denotes the enhanced capacity of financial 

institutions and their control systems to actively anticipate, effectively endure, and swiftly recover 

from a disruptive incident, especially those of cyber origin. The systemic pressure and the 

reciprocal nature of digital finance increases (amplifies) the effects of any given breach, which can 

cause a systemic breakdown within the ecosystem, undermine consumer confidence, destabilize 

markets, and impose a severe regulatory sanction and an irreparable reputational damage on the 

institutions (Cheng et al., 2024; Adejumo & Ogburie, 2025; Reddem, 2024). Therefore, 

cybersecurity is not a peripheral concern. It is an inherent part of the audit process, through which 

auditors can analyze the emerging risks accurately, confirm the adherence to the evolving 

standards, and guarantee continuity of essential financial processes in the face of persistent threats 

(Saeed et al., 2023; Cheng et al., 2024; Wang et al., 2024; Adejumo & Ogburie, 2025; Reddem, 

2024; Oyeniyi et al., 2024). In particular, the ability to preserve and uphold audit integrity while 

assuring confidence, even in the midst of cyber turbulence, is exceptionally fundamental to 

sustaining stakeholder confidence and regulatory equilibrium.  

In the digital finance space, it is noteworthy and concerning that high and low sophistication cyber 

threats are on the rise, including highly advanced ransomware assaults, targeted phishing attacks, 

intricate deep fake impersonation schemes, and more (Adejumo & Ogburie, 2025; Katuri, 2025; 

Cheng et al., 2024; Saeed et al., 2023; Ali et al., 2024; Oyeniyi et al., 2024; Dawodu et al., 2023). 

The multifaceted deployment of cloud services, the rapid development of AI-powered finance, and 

the increasing availability of mobile money apps all serve to amplify the threats. The level of 

investment and the critical nature of the data at stake require not only strong cybersecurity and 

thorough audit processes, but also effective compliance policies and processes, especially 

considering the enhanced regulatory environment (Olutimehin, 2025; Reddem, 2024; Grigoryan 

& Mirzoyan, 2023; Yedluri, 2025; Hussain et al., 2023; Kolo et al., 2024; Oluoha et al., 2024). 

This reality applies to many emerging economies, where the need to strengthen audit cybersecurity 

has become an urgent necessity. Pakistan, in particular, comes to the forefront as the digital finance 

ecosystem is currently undergoing robust, rapid, and accelerated growth. The nation's deepening 

financial inclusion and innovation can be attributed to the rapid growth of FinTech startups, 

widespread mobile banking, and increasing use of outsourced IT services (Rehman, 2021; Ali et 

al., 2025; Jabeen et al., 2025; Nadeem et al., 2023). Digitalaysia has transformed the positive 

aspect, and the digital weaknesses of the Pakistan environment sensitive (characteristic) to those 

obsolete. These are the gaps in deteriorated (unacceptable) infrastructure, pockets of neophobic 

digital illiteracy, and emerging techno-regulatory frameworks that are unable to keep pace with 

technological obsolescence (Rehman, 2021; Ali et al., 2025; Jabeen et al., 2025; Nadeem et al., 

2023). 

Despite the efforts of the primary regulatory units, including the State Bank of Pakistan (SBP) and 

the Securities and Exchange Commission of Pakistan (SECP), to strengthen cybersecurity 

standards and promote optimal practices, the situation remains inconsistent in the financial sector. 

A significant number of institutions are still unable to ensure the effective implementation of 

robust cybersecurity measures in their audit procedures, being often deterred by operational 

constraints in the form of restricted financial resources, the pronounced shortage of human 

resources well-versed in cyber-auditing, and decentralized control (Rehman, 2021; Ali et al., 2025; 

Jabeen et al., 2025; Nadeem et al., 2023). The audit profession is itself facing a steep adaptation 
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process as the conventional audit practices are not proving sufficiently effective to meet the 

complexity of digital risk and the new needs of cyber resilience (Rehman, 2021; Ali et al., 2025; 

Jabeen et al., 2025; Nadeem et al., 2023; Saeed et al., 2023; Obiki-Osafiele et al., 2024; Hussain 

et al., 2023; Ali et al., 2024; Oluokun et al., 2024; Oyeniyi et al., 2024; Dawodu et al., 2023; Kafi 

& Akter, 2023; Oladele et al., 2023; Javaheri et al., 2023; Wang et al., 2024). The recent high-

profile cyberattacks on Pakistani banks, e-commerce platforms, and payment systems have pointed 

to the lack of effectiveness in both technological defenses and governance frameworks. The overall 

capacity of the financial sector to withstand and recover from a sophisticated cyberattack remains 

a significant concern (Rehman, 2021; Ali et al., 2025; Jabeen et al., 2025; Nadeem et al., 2023). 

It is within this context of intricate and shifting situations that the present review paper pursues a 

tripartite purpose. First, it aims to critically establish the case for cybersecurity as an indivisible 

component of audit resilience in the age of digital finance, reflecting the global consensus on the 

dynamic threat landscape and its implications for financial assurance. Second, it examines the 

challenges, vulnerabilities, and opportunities confronting Pakistan's financial sector as it 

undergoes accelerated digitalization, situating these within both local realities and international 

benchmarks. Third, the review synthesizes global and national literature to identify practical, 

evidence-based strategies for building a robust, secure, and dependable digital financial ecosystem 

in Pakistan. Accomplishing these goals will enhance the author's contributions to the management 

accounting, auditing, and digital finance domains by advancing the literature on the interplay 

between cybersecurity and auditing in the context of the 'auditing reshaped' proposal. For 

developing nations, the insights contained in the studies will help policymakers, regulators, 

auditors, and financial entities strengthen the digital financial system, while also outlining an 

important future research agenda at the intersection of technology, auditing, and Accountability 

(Saeed et al., 2023; Cheng et al., 2024; Wang et al., 2024; Rehman, 2021; Adejumo & Ogburie, 

2025; Ali et al., 2025; Jabeen et al., 2025; Nadeem et al., 2023; Reddem, 2024; Oyeniyi et al., 

2024). 

 

Methodology 
The initial search strategy was designed to cover foundational concepts, global and local literature, 

regulatory frameworks, and critical analyses. These groups combined keywords such as 

"cybersecurity," "digital finance," "fintech," "audit resilience," "financial technology," "cyber 

threats," "regulatory frameworks," "AI-driven fraud detection," and "Pakistan financial sector" 

with Boolean operators (AND, OR) to refine the search. Examples of search strings included: 

("cybersecurity" AND "digital finance" AND "audit resilience"), ("fintech Pakistan" AND 

"cybersecurity challenges"), ("AI" AND "fraud detection" AND "audit resilience"), and 

("regulatory compliance" AND "cyber risk" AND "financial services"). The search was 

deliberately restricted to the period between 2020 and 2025, ensuring that the review captured the 

most up-to-date debates, regulatory frameworks, and challenges in cybersecurity and audit 

resilience. The implementation of all strategy components was instrumental in producing a 

comprehensive analysis that incorporated insights from both the technology and governance 

domains. 

The first phase of the identification process resulted in the Collection of 995 papers, of which 655 

were subjected to a first-level screening exercise guided by titles and abstracts to determine their 

relevance to cybersecurity, digital finance, and audit resilience. Papers falling outside the scope 

were excluded, including those addressing purely technical aspects of cybersecurity without 

financial relevance, as well as finance-related studies that lacked a digital or auditing dimension. 
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Only English-language articles were considered, with preference given to those published in 

reputable journals, defined as peer-reviewed and indexed in Google Scholar, Semantic Scholar, or 

comparable academic databases. Eligibility at this stage required a clear focus on cybersecurity, 

digital finance, or audit resilience in either conceptual or applied terms. The most relevant papers 

were those that provided rigorous methodological frameworks, robust empirical findings, or 

distinctive insights into the Pakistani financial sector. 

Following this process, 486 articles were deemed qualified for full-text review. Each article was 

examined in detail to evaluate its contributions to the research questions, methodological 

soundness, and applicability to both global and Pakistani contexts. Articles that failed to engage 

substantively with cybersecurity or audit resilience in digital finance, or that lacked critical 

insights, were excluded at this stage. From this pool, 35 articles were selected as the most relevant 

and significant. These were distinguished by their empirical strength, theoretical depth, and 

contribution to either global perspectives or the specific dynamics of Pakistan's financial sector. 

This rigorous multi-phase selection process is represented graphically in the flow diagram (Figure 

1), which outlines the number of identified, screened, eligible, and finally included studies. The 

systematic methodology employed here ensures both transparency and replicability of the review 

process. 

 

Figure 1: Flow diagram of the search and selection process for included papers 

 
 

Results 
The selected literature provides the complex view of cybersecurity and audit resilience in the fast-

developing digital financial space. The 35 articles under consideration represent a wide spectrum 

of methodological approaches that may be systematic reviews, empirical studies, conceptual 
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analyses, case studies, and technical frameworks. A larger proportion of these publications is 

devoted to the complex overlap of cybersecurity and audit resilience in the global context and the 

complex processes of the emerging markets. A distinct body of literature focuses on the particular 

issues and opportunities of the financial sector in Pakistan (Olutimehin, 2025; Saeed et al., 2023; 

Obiki-Osafiele et al., 2024; Hussain et al., 2023; Ali et al., 2024; Oluokun et al., 2024; Oyeniyi et 

al., 2024; Dawodu et al., 2023; Kafi & Akter, 2023; Oladele et al., 2023; Javaheri et al., 2023; 

Wang et al., 2024; Slapničar et al., 2020; Ezinwa et al., 2024). 

 

Attributes of the Literature 

The 35 chosen articles present a cross-sectional view of cybersecurity and audit resilience in digital 

finance that covers the different methodological approaches including systematic reviews, 

empirical analysis, case study, and conceptual investigations. The literature is predominantly on 

the convergence of these issues in the global and emerging market setting and there is a sub-

literature on the financial sector of Pakistan. The central thematic threads of the body of work 

include the organizational strategies, technological innovations (including AI-based solutions), the 

key role of the human factors, and how a secure digital financial environment is influenced by 

regulatory and governance frameworks. To illustrate this diversity, a comparison of five 

illustrative studies is provided in Table 1. Further analysis of the literature's structure, including 

frequently contributing authors and journals, is depicted in Table 2, highlighting established 

research communities in this evolving domain. 

 

Table 1: Comparison of key studies on cybersecurity and audit resilience in digital finance 

Paper Methodology Focus Area Key Results Regulatory 

Context 

(Olutimehin, 

2025) 

Logistic 

regression, 

sector analysis 

Banking & DeFi Compliance reduces 

attacks; DeFi needs 

tailored frameworks 

NIST CSF, 

ISO/IEC 

27001, PCI 

DSS 

(Saeed et al., 

2023) 

Systematic 

literature review 

Digital 

transformation & 

resilience 

DT increases 

efficiency but raises 

cyber risks; staged 

readiness needed 

PRISMA, 

global 

standards 

(Oluokun et 

al., 2024) 

Exploratory 

study 

Fintech, AI & 

GRC 

AI + GRC enhances 

resilience, 

compliance, and risk 

management 

Regulatory 

compliance 

focus 

(Dawodu et 

al., 2023) 

Strategic review Accounting & 

cybersecurity 

Alignment critical for 

data confidentiality 

and financial security 

GDPR, PCI 

DSS, global 

standards 

(Wang et al., 

2024) 

Qualitative 

interviews 

Banking sector 

(Pakistan) 

Integration, 

compliance, and 

training are key for 

resilience 

SBP, SECP, 

local 

governance 
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Table 2: Authors & journals that appeared most frequently in the included papers. 

Type Name Papers 

Author Adetunji Paul Adejumo (Adejumo & Ogburie, 2025; Adejumo & Ogburie, 

2025) 

Author Saqib Saeed (Saeed et al., 2023; Saeed et al., 2023) 

Author Chinonso Peter Ogburie (Adejumo & Ogburie, 2025; Adejumo & Ogburie, 

2025) 

Journal World Journal of Advanced 

Research and Reviews 

(Adejumo & Ogburie, 2025; Adejumo & Ogburie, 

2025; Mukala, 2025; Oladele et al., 2023) 

Journal International Journal of Social 

Science Exceptional Research 

(Hussain et al., 2023; Oluoha et al., 2024) 

Journal Sensors (Basel, Switzerland) (Saeed et al., 2023; Saeed et al., 2023) 

 

Main Findings: Cybersecurity as Audit Resilience Backbone 

The collected literature consistently affirms cybersecurity as the indispensable foundation for audit 

resilience within digital finance. This foundational role manifests primarily through three 

interconnected areas, each presenting both robust capabilities and inherent challenges for the 

auditing profession. 

Firstly, the implementation of robust cybersecurity frameworks and standards is widely recognized 

as critical for mitigating cyber risks and bolstering audit capabilities. Global standards such as 

NIST CSF, ISO/IEC 27001, PCI DSS, and GDPR provide structured, multi-layered approaches 

for identifying, protecting, detecting, responding to, and recovering from cyber incidents 

(Olutimehin, 2025; Reddem, 2024; Grigoryan & Mirzoyan, 2023; Saeed et al., 2023). Compliance 

with these frameworks, especially when reinforced by routine and independent audits, significantly 

contributes to improving the defensive posture of an institution and the auditor's capacity to report 

on the integrity of data and system controls. To the auditors, these frameworks provide a systematic 

outline for evaluating the level of security maturity and the organization's capacity to provide 

reliable financial data. Nevertheless, it is often noted that contextual adaptations would be required 

when dealing with new and rapidly evolving architectures such as Decentralized Finance (DeFi) 

because of the architectural complexities involved and unique governance frameworks that would 

challenge the transferability of such traditional controls (Olutimehin, 2025; Yedluri, 2025; 

Slapničar et al., 2020). 

Secondly, AI-powered threat detection and sophisticated analytics are a transformative element, 

as they will help institutions to move beyond the purely reactive approaches to incidents to 

proactive and predictive monitoring. To detect abnormal tendencies (patterns) that could be 

indicative of fraud or cyberattacks, AI-based systems in real-time analyze large volumes of data 

based on transactions, network traffic, and user behavior (Adejumo & Ogburie, 2025; Mukala, 

2025; Yedluri, 2025). Such a capability substantially improves detection rates and incident 

response times, which directly lead to greater effectiveness of auditing by facilitating continuous 

monitoring, risk management, and verification of compliance. Although the audit profession is 

advancing, it remains challenging to prove the integrity and impartiality of AI algorithms, which 

necessitate the development of new skills in data science and interpretable AI to ensure 

transparency and confidence in automated controls (Oluokun et al., 2024; Thapaliya, 2024). Lastly, 

the literature unanimously emphasizes the importance of human factors. Human error and the 

overall shortage in digital literacy and exposure to social engineering (e.g., phishing) or insider 

threats are increasingly becoming prominent vulnerabilities despite the increasing technological 
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sophistication (Katuri, 2025; Saeed et al., 2023; Lois et al., 2020; Wang et al., 2024). The detailed 

training programs for employees, the process of continuous awareness, and the cultivation of a 

highly cybersecure organizational culture are deemed vital countermeasures. The premise that the 

best technology is not a silver bullet to resilience, unless a vigilant and informed workforce is 

present, remains a persistent challenge to both management and auditors (Obiki-Osafiele et al., 

2024; Hussain et al., 2023; Ezinwa et al., 2024). 

 

Regulatory and Governance Developments 

The increasing cyber threat environment has dramatically altered the regulatory and governance 

structures across all regions worldwide, with a direct impact on audit resilience in digital finance. 

Accountability and disclosure of cyber risks, increased audit responsibility, and operational 

resilience: International organizations and domestic regulators are becoming stricter in their 

requirements, asking financial institutions to disclose more about cyber risks, conduct their audits 

more responsibly, and enhance their operational resilience. The most notable ones are the Digital 

Operational Resilience Act (DORA) of the European Union, which requires all digital operational 

resilience testing and incident reporting, and the new cybersecurity disclosure requirements of the 

U.S. Securities and Exchange Commission, which imposes a responsibility on all major companies 

to disclose material cyber incidents promptly (Olutimehin, 2025; Reddem, 2024; Cohn et al., 

2020). Additionally, operational resilience is becoming an integral part of the Basel III/IV-based 

frameworks, rendering it a systemic issue (Grigoryan & Mirzoyan, 2023; Yedluri, 2025). These 

laws will compel institutions to take active measures to address cyber risks, publicly report 

incidents, and integrate resilience into their core operations. 

This change in regulation marks a milestone in the conceptualization of audit resilience. As a 

process, the practice must be perceived as dynamic and adaptive, rather than merely a compliance-

focused exercise. This requires sustained observation of cyber threats, the promotion of joint 

regulatory conditions, and the systematic integration of cyber-risks in every aspect of audit activity 

(Olutimehin, 2025; Reddem, 2024; Grigoryan & Mirzoyan, 2023). There are growing expectations 

that auditors will take a more proactive role in resilience efforts, addressing the constantly evolving 

risks, and providing advice to their clients on resilience strategies in addition to their 

responsibilities of verifying past transactions (Hussain et al., 2023; Kolo et al., 2025; Slapničar et 

al., 2020; Wang et al., 2024). This adaptive model focuses on learning through experience, the 

pursuit of continuous improvement, and the capacity of audit functions to restructure swiftly in 

response to emerging threats, thereby ensuring ongoing assurance in the face of technological 

volatility. 

 

The Pakistani Context: Gaps and Opportunities 
Although global practices offer a sound model for making cyber-audits more robust, their 

implementation in the new market, Pakistan, is influenced by the systems' specific weaknesses of 

implementation, as well as the gigantic possibilities of personalization. Pakistan is experiencing a 

period of rapid growth in digital finance. It is characterized by the high level of FinTech startup 

proliferation, the expansion of mobile banking services across the board, and an increased reliance 

on third-party IT service providers (Rehman, 2021; Ali et al., 2025; Jabeen et al., 2025; Nadeem 

et al., 2023). This degree of digitalization has not only had a tangible positive impact on financial 

inclusion and innovation at the national level but has also highlighted systemic vulnerabilities in a 

local context. 
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These kinds of weaknesses are intricate in nature and are owed to several significant reasons. To 

start with, the legacy infrastructure that is yet to be retired in most established financial institutions 

is inherently susceptible, as the systems are more challenging to secure, repair, and integrate with 

the latest cybersecurity safeguards. Second, the lack of digital literacy among large groups of the 

population exposes users to low-end social engineering tricks, which effectively turn them into 

convenient vectors in cyberattacks (Rehman, 2021; Ali et al., 2025; Jabeen et al., 2025; Nadeem 

et al., 2023). This poses a greater danger, as the employees themselves or the customers may not 

be aware that they are committing breaches. Third, due to a dynamic regulatory framework, it will 

be susceptible to failure to keep up with the swift technological shifts, which may generate periods 

when new products in digital finance fall into a regulatory grey space, thus increasing systemic 

risk. Such breaches of technological protection and governance systems are particularly evident in 

the example of the major cyberattacks on Pakistani banks, e-commerce platforms, and payment 

systems in recent years, which have posed the questions of the overall financial sector robustness 

to such advanced cyber-attacks (Rehman, 2021; Ali et al., 2025; Jabeen et al., 2025; Nadeem et 

al., 2023). 

Although the most significant regulatory authorities, such as the State Bank of Pakistan (SBP) and 

the Securities and Exchange Commission of Pakistan (SECP), are trying their best to improve their 

cybersecurity policies and best practices, the actual implementation of these in the financial sector 

remains unbalanced. The challenge of effectively incorporating adequate cybersecurity controls in 

their audit procedures is still a problem facing many institutions, which is often constrained by 

realistic factors like limited financial resources, an acute lack of qualified staff dedicated to cyber-

audits, and divided oversight functions (Saeed et al., 2023; Obiki-Osafiele et al., 2024; Hussain et 

al., 2023; Wang et al., 2024). This often results in a compliance-focused mindset, rather than a 

proactive resilience strategy. 

Moreover, the high rate of FinTech startups and the growing reliance on third-party IT vendors 

bring about distinct vulnerabilities. The FinTechs also encourage innovation, but due to their rapid 

pace of growth, they might overlook the importance of robust cybersecurity practices, having more 

limited security teams and less developed systems as compared to banking entities. The reliance 

on third-party services dramatically increases the attack surface, as a breach of one vendor can 

affect multiple financial institutions simultaneously (Saeed et al., 2023; Obiki-Osafiele et al., 2024; 

Ali et al., 2024; Oluokun et al., 2024). Local research strongly emphasizes the creation of purpose-

designed regulatory frameworks that directly pertain to FinTechs, capacity-building measures to 

solve (address) the skills gap, and the concept of regulatory experimentation (e.g., sandboxes) to 

test innovative resilience solutions in a controlled setting. It is also emphasized that cybersecurity 

and related contractual requirements must be managed at high levels regarding all the vendors in 

the entire supply chain in the digital finance sector (Oyeniyi et al., 2024; Dawodu et al., 2023; Kafi 

& Akter, 2023; Oladele et al., 2023; Javaheri et al., 2023). Therefore, proactive and adaptive 

measures play a significant role in cultivating a secure and robust virtual finance ecosystem in 

Pakistan. 

 

Discussion 
The literature indicates that audit resiliency in digital finance is founded on a cybersecurity-based 

pillar, which is crucial for maintaining trust, stability, and operational continuity in the digital age 

of rapid change. The information in Section 3 obtained reveals a specific trend: the robust 

framework, the tools driven by AI, and the strict adherence to the regulations are all the building 

blocks of the appropriate defense mechanisms against the constantly increasing variety of cyber-
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threats (Olutimehin, 2025; Adejumo & Ogburie, 2025; Reddem, 2024; Grigoryan & Mirzoyan, 

2023; Yedluri, 2025; Hussain et al., 2023) This kind of transformation presupposes that audit 

functions are not realised reactively but become an inseparable part of proactive risk management 

and incident response. (Olutimehin, 2025; Reddem, 2024; Grigoryan & Mirzoyan, 2023; Yedluri, 

2025; Hussain et al., 2023; Kolo et al., 2025; Oluoha et al., 2024; Oyeniyi et al., 2024; Dawodu et 

al., 2023; Kafi & Akter, 2023; Oladele et al., 2023; Ali et al., 2025; Javaheri et al., 2023; Saeed et 

al., 2023; Cohn et al., 2020; Wang et al., 2024; Slapničar et al., 2020; Ezinwa et al., 2024). 

The research highlights significant (substantial) gaps, especially in emerging markets like 

Pakistan. Here, the partial implementation of existing guidelines, persistent digital literacy deficits, 

and inherent weaknesses in governance structures collectively impede substantial progress in 

building robust cyber-audit resilience (Saeed et al., 2023; Obiki-Osafiele et al., 2024; Hussain et 

al., 2023; Ali et al., 2024; Oluokun et al., 2024; Oyeniyi et al., 2024; Dawodu et al., 2023; Kafi & 

Akter, 2023; Oladele et al., 2023; Javaheri et al., 2023; Wang et al., 2024). While a wealth of 

global best practices and frameworks are readily available, their effective adaptation to localized 

contexts remains a formidable challenge. This necessitates targeted empirical studies, thoughtful 

regulatory experimentation, and comprehensive capacity-building initiatives tailored to the 

specific socio-economic and institutional realities of these regions. 

The quality of evidence supporting the effectiveness of established cybersecurity frameworks (e.g., 

NIST CSF, ISO/IEC 27001) and AI-driven solutions is generally strong. Numerous empirical and 

sectoral studies across various regions consistently demonstrate that adherence to these 

frameworks significantly reduces the likelihood of cyberattacks and enhances the capacity for 

recovery. For instance, the claims detailed in Table 3, such as "Compliance with cybersecurity 

frameworks reduces cyberattack likelihood and enhances audit resilience" and "AI-driven threat 

detection and analytics significantly improve real-time monitoring and incident response," are 

supported by substantial evidence (scores of 9/10 and 8/10, respectively) from multiple, peer-

reviewed sources (Olutimehin, 2025; Reddem, 2024; Grigoryan & Mirzoyan, 2023; Yedluri, 2025; 

Hussain et al., 2023; Kolo et al., 2025; Oluoha et al., 2024; Oyeniyi et al., 2024; Dawodu et al., 

2023; Kafi & Akter, 2023; Oladele et al., 2023; Ali et al., 2025; Javaheri et al., 2023; Saeed et al., 

2023; Slapničar et al., 2020; Ezinwa et al., 2024; Adejumo & Ogburie, 2025; Mukala, 2025; Obiki-

Osafiele et al., 2024; Adewumi et al., 2024; Jony et al., 2024; Owolabi et al., 2024; Patricia et al., 

2024; Kokogho et al., 2025; Odeyemi et al., 2024; Thapaliya, 2024). This robustness is often 

derived from quantitative analyses of incident data, case studies demonstrating successful 

implementations, and comparative studies across different financial institutions. 

Conversely, the evidence base is notably weaker for claims about the seamless or automatic 

implementation of global best practices in developing contexts, as well as the inherent sufficiency 

of current regulatory approaches in rapidly evolving markets. For example, the assertion that “local 

constraints limit seamless implementation of global best practices in developing countries” 

receives a weak evidence strength score (3/10) in Table 3, because while local studies consistently 

highlight persistent gaps in digital literacy, governance, and resource allocation, comprehensive 

empirical research demonstrating the causal link between these constraints and the failure of global 

practices is less abundant. Similarly, the claim that "Current frameworks are insufficient for 

decentralized finance (DeFi) and require adaptation" (5/10) is supported by conceptual arguments 

about DeFi's unique risks, but perhaps less by widespread empirical evidence of traditional 

frameworks' outright failure in these nascent sectors (Olutimehin, 2025; Ali et al., 2024; Oyeniyi 

et al., 2024; Javaheri et al., 2023). This highlights a crucial area for future research, particularly in 
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accounting and auditing, where empirical investigation into the effectiveness of implementation 

and contextual adaptation is critically needed. 

The critical importance of human factors, including employee training, digital literacy, and a 

robust organizational culture, is supported by moderate evidence (7/10). Findings consistently 

demonstrate that social engineering and insider threats remain significant attack vectors, and that 

adequate training can mitigate these risks (Asif, 2022; Katuri, 2025; Saeed et al., 2023; Obiki-

Osafiele et al., 2024; Hussain et al., 2023; Ali et al., 2024; Oluokun et al., 2024; Oyeniyi et al., 

2024; Dawodu et al., 2023; Kafi & Akter, 2023; Oladele et al., 2023; Javaheri et al., 2023; Lois et 

al., 2020; Wang et al., 2024; Slapničar et al., 2020; Ezinwa et al., 2024). However, measuring the 

direct impact of these interventions on overall audit resilience across diverse organizations 

presents methodological challenges, resulting in slightly lower evidence strength compared to 

purely technical controls. 

 

 

Table 3: Key claims and support evidence identified in these papers 

Claim Evidence 

Strength 

Reasoning Papers 

Compliance with cybersecurity 

frameworks reduces cyberattack 

likelihood and enhances audit 

resilience 

Evidence 

strength: 

Strong 

(9/10) 

Supported by empirical 

and sectoral studies 

across multiple regions 

and regulatory contexts 

(Olutimehin, 2025; Reddem, 2024; Grigoryan 

& Mirzoyan, 2023; Yedluri, 2025; Hussain et 

al., 2023; Kolo et al., 2025; Oluoha et al., 2024; 

Oyeniyi et al., 2024; Dawodu et al., 2023; Kafi 

& Akter, 2023; Oladele et al., 2023; Ali et al., 

2025; Javaheri et al., 2023; Saeed et al., 2023; 

Slapničar et al., 2020; Ezinwa et al., 2024) 

AI-driven threat detection and 

analytics significantly improve 

real-time monitoring and 

incident response 

Evidence 

strength: 

Strong 

(8/10) 

Multiple studies show 

improved detection 

rates and reduced 

response times in 

financial institutions 

(Adejumo & Ogburie, 2025; Adejumo & 

Ogburie, 2025; Mukala, 2025; Yedluri, 2025; 

Obiki-Osafiele et al., 2024; Hussain et al., 

2023; Ali et al., 2024; Oluokun et al., 2024; 

Oyeniyi et al., 2024; Dawodu et al., 2023; Kafi 

& Akter, 2023; Adewumi et al., 2024; Jony et 

al., 2024; Oladele et al., 2023; Owolabi et al., 

2024; Patricia et al., 2024; Javaheri et al., 2023; 

Kokogho et al., 2025; Odeyemi et al., 2024; 

Thapaliya, 2024) 

Human factors (training, digital 

literacy) are critical to effective 

cybersecurity and audit 

resilience 

Evidence 

strength: 

Moderate 

(7/10) 

Consistent findings on 

the impact of social 

engineering and insider 

threats; training 

mitigates risk 

(Katuri, 2025; Saeed et al., 2023; Obiki-

Osafiele et al., 2024; Hussain et al., 2023; Ali 

et al., 2024; Oluokun et al., 2024; Oyeniyi et 

al., 2024; Dawodu et al., 2023; Kafi & Akter, 

2023; Oladele et al., 2023; Javaheri et al., 2023; 

Saeed et al., 2023; Lois et al., 2020; Wang et 

al., 2024; Slapničar et al., 2020; Ezinwa et al., 

2024) 

Regulatory compliance and audit 

accountability are improving but 

face challenges in emerging 

markets 

Evidence 

strength: 

Moderate 

(6/10) 

Evidence of partial 

implementation and 

regulatory gaps, 

especially in Pakistan 

(Saeed et al., 2023; Obiki-Osafiele et al., 2024; 

Hussain et al., 2023; Ali et al., 2024; Oluokun 

et al., 2024; Oyeniyi et al., 2024; Dawodu et 

al., 2023; Kafi & Akter, 2023; Oladele et al., 

2023; Javaheri et al., 2023; Wang et al., 2024) 

Current frameworks are 

insufficient for decentralized 

Evidence 

strength: 

DeFi faces unique risks 

(smart contract 

(Olutimehin, 2025; Ali et al., 2024; Oyeniyi et 

al., 2024; Javaheri et al., 2023) 
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finance (DeFi) and require 

adaptation 

Moderate 

(5/10) 

exploits, oracle 

manipulation) not 

addressed by traditional 

models 

Seamless implementation of 

global best practices in 

developing countries is limited 

by local constraints 

Evidence 

strength: 

Weak 

(3/10) 

Local studies highlight 

persistent gaps in 

digital literacy, 

governance, and 

resource allocation 

(Saeed et al., 2023; Obiki-Osafiele et al., 2024; 

Hussain et al., 2023; Ali et al., 2024; Oluokun 

et al., 2024; Oyeniyi et al., 2024; Dawodu et 

al., 2023; Kafi & Akter, 2023; Oladele et al., 

2023; Javaheri et al., 2023; Wang et al., 2024) 

 

Research Gaps 

Despite a wealth of global research, significant gaps remain in empirical studies on the 

implementation and effectiveness of cyber-audit resilience frameworks within the Pakistani 

context. As illustrated in the Research Gaps Matrix (Figure 2), there is a notable disparity in 

research coverage. The heatmap clearly indicates that while foundational concepts have received 

considerable attention, localized empirical research on digital literacy, governance, and the 

adaptation of global AI/analytics solutions to resource-constrained environments shows significant 

deficiencies. 

 

Figure 2: Bar graph illustrating the distribution of research coverage by topic and study 

attribute, highlighting identified gaps in local (Pakistani) studies 

 
 

Open Research Questions 

Addressing these gaps necessitates a focused agenda for future investigation. The following open 

research questions, also summarized in Figure 2, provide clear directions for advancing 

understanding and practice, with a particular emphasis on the Pakistani context and generalizable 

insights for similar emerging markets: 
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Table 4: Open research questions for advancing cyber-audit resilience in digital finance, with 

a focus on the Pakistani context 

Question Why 

How effective are SBP and SECP cybersecurity 

guidelines in improving audit resilience in 

Pakistani digital finance? 

Empirical evaluation is needed to assess 

real-world impact and identify barriers to 

effective implementation. 

What are the most significant digital literacy 

and governance gaps affecting cyber-audit 

resilience in Pakistani fintech and banking? 

Understanding these gaps will inform 

targeted interventions and capacity-building 

efforts for local stakeholders. 

How can global best practices in AI-driven 

audit resilience be adapted to resource-

constrained, emerging market contexts? 

Adaptation is crucial for ensuring that 

advanced solutions are feasible and 

effective in local environments. 

 

In summary, while global advances in cybersecurity and audit resilience offer a strong foundation, 

localized research and adaptive frameworks are essential for safeguarding digital finance in 

Pakistan and similar emerging markets. 

 

Conclusion 
Cybersecurity is central to audit resilience in digital finance, underpinning trust, stability, and 

operational continuity in an era of rapid digital transformation. While global frameworks and AI-

driven solutions offer robust defenses, their effectiveness depends on consistent regulatory 

enforcement, human factors, and judicious local adaptation, especially in emerging markets like 

Pakistan, where systemic vulnerabilities persist. A collaborative, adaptive, and context-sensitive 

approach, integrating global best practices with local strategies, is thus essential for building truly 

resilient digital financial ecosystems. 
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